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* 0S: Arch Linux

*CPU7—F7 77 %: x86_64

eCa>X4fZ:gcc (GCC) 14.2.1 20250207

cCav4 7777 -Wall <Y —Ra—F%> -0 <Imvr7 14>

2 SEOEX

2.1 scanf B#

scanf BIEUIFEHRE A 110 & X FH ZHi AR D . fEE I N=ERTH - TR L. ISR OEZ 58 X
NTGFNCRET %0 ZZTOWIOIBHMEREERDO 7 RFLADZ 2 TH 3, ERE printf BEEFEILDD
ThHb, [1]

scanf B

scanf("<#HHX>", <ZEHIND 7 FL R>, <BH2~ADT7 FL X>, ...);

350 AR ORD A

N
FEHE A I BIBICIE voild B2 R S BIBIIZ L A EER SN TWVR,
£ 1 EREEAMNBEIBORD E [4]
B34 T i3 |
scanf % int [EWCHAAENLEHOI. 0 /I3 EOF EFE =7 -85
printf % int Ny 77 =AM —LREIAEINLEXFOH.
BOEEXTZ I -5
setbuf, rewind, void IH5DEEKDAMEEIRIW,
clearerr, perror I I —IZR DB TIEZRVD S
. J
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#include <stdio.h>

int main(void) {
int x = 0;

printf("Input_ integer: x,_=.");

scanf("%sd", &x);
printf("Result: x +.,13 = %d\n", x + 13);

return 0;

3.2 RITHER

» gcc -Wall main.c -o main

} ./main
Input integer: x
Result: x + 13

took 4s

y ./main
Input integer: x
Result: x + 13

took 4s
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41 A—FVURFT1>J

#include <stdio.h>

int main(void) {
int x = 0;

printf("Input_ integer: x,_=.");

scanf("%sd", &x);
printf("Result: x - 7,=_%d\n",

return 0;

42 HITHR

» gcc -Wall main.c -o main

y ./main
Input integer: x = @
Recifls et =D

y ./main
Input integer: x
Result: x - 7 6
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A.1 Code Hardening - /\'v 7 7 —Z4—/\—7 0O—%}% scanf &
Sl AHZEREZ, L2 LHBEIRIZEEDIHS,

HI%ENPBRT I CTur <=0 Td 1EIEZPo2 L TLESREVY L TXFEINDFHARAAIL
EBINY Ty —F—RN=T0=0H 35,

Ny 77 —F—nN"—70—13EN - BINCE D Y Torh AT —EEMCESAL Z L THRET %,

SEOEEFEIEIMEZ FARAATS, Ny 77 —F—n"7u =3RRI 50 0H, BEES —NN—7
O— 7YX =—70—r WO HIOMENRI 2, LrAL, ZONZICK BB/ W, RER
b, N DBEBIZEBDRA L Yy 7 FOERE LTIRE 5V A XTRAEY —IZHD L ToNTBD,
BANDEDOEEAAB RN L TH 5,

LL, 2—H—DBANTEILFIN 22 LHEPESTL b, Ny 7 7 —IGBRERBEDF— X BHRAT
22Ny T 7r—F—=—N=—Tu—ID, FEOHE Ny 77 -HNOT-22RE - FEXHWIATLE
W, TRZ T ADEENET B, [3] HINCEID Y TOENIEERDONY 7 7 —F — =7 0 — [ ZHUPE
GTH 0. EITT2FTHA XHBAHRIBENZVEIRNCE D Y ToNLZERONKIZZDR D TIE
QAN

XFH - FAINOFFNGAFE X I L —F =y bV =T ERDPSDANERSBRICE I DEET S
WERD 2, FREDTRNTOL—F=IHERINES L RVIADDIE, 1Z-oEFDF-oTRMTH S, T
77 MIFTRTCAEVEENEZHE ITEZTEINLIRETDH S,

EE, ZO XS BMEIEN S R T LAOEEERGTECLE>ROMEERHHELL I -2k > T &
EZXh25805 %, iz, TCVE-2021-3156 Tl Linux ¥ TOIEHFL -V —2EHEZE L LT
77 ANRETE S L5125 % lsudoedit)] a~> FTIE, BHDOYA X0 1 OFNET TRy 77—
F—nN—Tu—kREIE, TR L TEHEMRINEINTLE I NTHEE L, [5]

Python % Java 72 £ D% O @R FFEIIEAN DY 4 R 2R 25 NOHEORAFZ I -7z bh a8
ANRER T 7T AEFTHIEIET 2 X CEEFIEINTWS, LU CEREBEZDOLIBRFENI T v S
LFITRICIEME N TORY, -Wall 75 7% L THESZHTZITIED 3 2 2i3kwnY

ERERED XL FINIAKRD L FHN e HICZF DRI NTWEH, C SEIEFFTORIEIRIN
. b D ISR TFHN DD D R T, scanf % gets IR FEME T 2 X TitAAAE
et 2, HEREIE, BIXFEERDITZHNCANAY 7 7 =R RNATVWE L ETH, HFENNODEFEZALE
B TLESI LWV ZLICHEN D,

ROFIEEZD BEDI AT LT, 2—F—=BR2AT—F (XFF) # AL, ELFREHE T —
RANR— 2 BET 2 TN —F =V ICEBT %, RATV—FDOANZR NI 27— REBET 0
HIXEINCY TN —F =0 DBH2bDET 5, T—F—DAN LT RAT — RIZENCHER LTz 64 A
POy 77y —FHBICEZIATNS,

1) gee REREDAV A FTAVRANEINLTAT T LERAR Y 7hF V7 LI 3 —EDORILRI—BILRBEMRIE D9
WHEDLNEEDAF IV TDRRIIANY 77 —F—N—70—R LWL > THEBRA Xy 2RI NS0 25 L% EHK T X8
30— KRBT 2EENEICEMEI N TV IYDELET 3, BRBZOMKREIZ — 7 @RI NZ X T Y HEE) 15X
v, [2]
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#include <stdio.h>
#include <stdlib.h>

#define PASSLEN 65

void databaseManagement();

int checkPassword(char* passwd) {
char passwd[PASSLEN];

scanf("%s", passwd);

return isCorrectPassword(passwd);

}

int main(void) {
printf("Database Login\nPassword: ");

if (checkPassword())
databaseManagement( );

return 0;

W, YRTFLERBEHLEVWERTENAY H—25 65 N FALEDOXFHNEEL, 5 FEL ANy 77—
F=N—=T70—Z25|ERIZEI L, SAV=FDODANZAIZY TNL—F—VODRD 7 FLANEEHZ
LI BEV TN —F =V 2N ST REET —EAXR-AEHY TN —F - VB ETIE 5,

scanf BIETOMKIZ Vo TS Y TN THS ( HEXE "<\ 77 =P A4 X - 1>s"ITEHET 5721
TH 5.V UL > T, GAHTIFEEFIRL. Ny 77 —F—N—T70—%i< TN TE 3,

9 —ODHIEZ C11 HHME» 58Xz scanf_s BAZRbLOICHEHT2 22 TH 3, scanf_s
BEIEA Y P F LD scanf BEICHT721CNy 7 7 — DI 4 X2 2582 RERBIGEML, =5 —
Fry R EIDEECLEZDDT, ZCX VAR FELHHL DD, RNy 7 7 —H 4 %5
ETBZENTE D, [1]

scanf BFAE DX M5

scanf("64%s", passwd);
passwd[PASSLEN-1] = '\0';

scanf_s("64%s", passwd, PASSLEN);

2) ZO-1 THEXTRADLAR—-ZAEKT,
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